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HUYVN HOANG HOA 

S"):/602/UBND - VHTT 
V/v ngan chap ma dOc 	do. 

CONG HOA XA HOI CHU NGHIA VIUT NAM 
WO lap — Ty do — I-14nh pink 

Hoang Hoc,,t(thang 12 nam 2017 

Kinh 
- Chu tich UBND 43 xa, thi tran; 
- Thu truang cac co quan, don vi. 

Thkrc hien COng van so 1643/STTTT-CNTT ngay 08/12/2017 cua S& Thong 
tin va Truyen thong V/v ngan chdn ma dOc "dao" tien do bat hop phap; UBND 
huy'en de nghi Chu tich UBND cac xa, thi tran, Thu truang cac co' quan, don vi 
quan tam thixc hien mot so not dung sau: 

1. Theo thong bao cua Trung tarn ung cat khan cap may tinh Viet Nam: 
hien nay, rat nhieu sir co an toan thong tin ve ma dOc khai that tien do Coinhive an 
minh tren cac trang thong tin dien tir da duoc ghi nhdn. Khi nguOi ddng truy cap 
vao trang thong tin dien td, thu vien ma Coinhive duvc td dOng chay tren may tinh 
nguoi dUng duoi clang tien ich ma rOng hoac true tiep trong trinh duyet nham muc 
dich "dao" tien ao Bitcoin, Monero,... bang each six dung trai phep tai nguyen 
nguoi (king (CPU, o cdng, bo nh&,...) va gdi ve vi dien 	cua tin tac. 

De dam bao an toan thOng tin cho cac he thong thong tin cua dart vi. ThU 
truong cac ca quan, don vi can thus hien cac not dung tong vies sau: 

a. COng tac quan tri cong/trang thong tin dien td: Phoi hop voi cac don vi da 
xay dung cOng/trang thong tin dien to cho co ,quan, don vi kiem tra, ra sodt ma 
nguon 	phat hien cac ma dugc Chen vao. Dau hieu nhan biet gam cac 	khoa 
trong 	ma 	nguOn 	Website 	"Coinhive.com", 	"Coinhive","Coin- 
hive","Coinhive.min.js", "authedmine.com", "authedmine.min.js". 

Neu phat hien cong/trang thong tin 'lien ttr bi Chen cac ma khai thac nhu neu 
tren, can ra sodt va kiem tra tai CO hang tren may chit, 16,  hong tren congitrang 
thong tin,  dien td, kiem tra cac tai khoan bi IO boat co quyen thay doi ma nguon 
nham khac phuc 16 hong bi bpi dung. 

b. Cong tac quan tri he thong mang not bO: De trien khai cac Nen phap 
nham ngan chan cac clop ma trai phep "Coinhive" thdc thi tren may tinh cua mpg 
mang not bO, cu the nhu sau: 

- Thdc hien giam sat va boc go', xrr 1)"/ den cac 
mien 

tinh trong mang not 1DO 
có xuat hien cac ket not den cac dia chi ten mien sau: ajminer.com, Coin-
have.com, Coinerra.com, Coinhive.com, Coinnebula.com, crypto-loot.com, 
hashforcash.com.us, Jescoin.com, ppoi.org, authedmine.min.com. 

- Su dung tdong lda de ngan chan cac ket not ra cac dia chi sau: 
afminer.com, Coin-have.com, Coinerra.com, Coinhive.com, Coinnebula.com, 
crypto-loot.com, hashforcash.us, Jescoin.com, ppoi.orgauthedmine.min.com. 

- 
mem 

quet, kiem tra he thong de tim ra va loci bó cac doan 	có trong cac 
phan mem ma rOng "Add-on" cua trinh cluy't web. 
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- Khuyen nghi nguai dUng cai dat cac tien ich 	r6ng cho cac trinh duyet 
web: "No Coin Chrome" hay "minerBlock" doi v&i Chrome; cai dat "noScripts" 
cho FireJox. 

c. Huang d'an nguai sir dung kiem tra hieu suat sir dung CPU cua may tinh 
bang cac lung dung nhu Windows Task Manager va Resource Monitor. Neu may 
tinh ca dau hieu cham chap va kiem tra thay ,hieu suat sir dung CPU cua cac trinh 
duyet hoc tien ich ma r6ng cao thi c6 the thay may tinh do da bi nhiem Coinhive, 
can thong bao gap cho can ba quail tri mang de Xt:r 

d. Thuang xuyen kiem tra va quet cac to h6ng ton tai tren he thong de phat 
hien kip thai su xuat hien cua cac doan ma d6c hai. Trong truang hop phat hien ra 
cac to hong, lap tdc trien khai cac bien phap khac phuc, cap nhat cac ban va 1)6 
sung va loai ba cac chuang trinh dac hai da bi tin tac chen ,vao. 

2. Trung tam CNTT-TT Thanh Hoa la dau mai tiep nhan thong tin sty co, 
phoi hap h6 try ky thuat va xir 1Y, Ong ciru cac sty co ve an toan thong tin mpg cho 
cac co quan, don vi tren clia ban tinh. 

Dia chi lien he: Trung tam CNTT-TT Thanh Hoa — 37 Hang Than - Phtrang 
Lam Son — TP. Thanh Hoa. 

Dien thoai: 0237.3718699 — Fax: 037.3718699. 
Dia chi Email: ungcuusuco(alhanhhoa.gov.vn.  
3. Sau khi thuc hien cac bien phap tren, de nghi cac co quan, don vi bao cao 

tinh hinh lay nhiem va ket qua xu' ly (neu co) ve UBND huyen (qua Phang VH-
TT) de tong hap bao SO.  Thong tin va Truyen thong Thanh H6a theo quy dinh. 

De nghi Thu truang cac co.  quan, don vi trien khai thuc hien./. 

Noi n h (in : 

- Nhu tren; 
- CT, cac PCT UBND hu.qn; 
- Cac Phong CM UBND 
- Lau: VT, VIATT. 

 

Doan Thi Hai 
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