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Viv canh bdo cic phuong thie tin cong
khai thie hé¢ théng mdéi eua tin tac.

Kinh gui:
- Chu tich UBND 43 xa. thi ran:
- Thu truong cée co quan. don vi.

Thuc hi¢n Cong van sé S34/STTTT- CNTT ngay 05/572017 cua So Thong
tin va Truvén thong Vi céc phuong thic tan cong khai thac hé thdng méi cua
nhom tin tie Shadow Brockers: UBND huyén dé nghj Chu tich UBND cdc xa. thi
tran, Thu trrong cac o quan, don vi quan tam va thye hién mot s6 ot dung sau

. Theo théng bao cua Trung tam tmg cu khin cap may tinh V It Nam
(V\JCERT) nhom tin tic ¢6 tén goi Shadow Brockers tven bo da danh Ldp duge
mot b cong cu gidan di¢p ¢o thé khai thic bat Ky he thonU thong tin ndo su dung
cde phién ban ¢l cua hé didu hanh Windows (utr Windows 10. Windows Ser er
2016) thong qua cac 16 hong chua duge khai thac. \hom tin tde dd phat tn bo
cong cu ndy trén Internet thong qua website chuyén ve > md nwuon mo Github. Muc
tiéu tan cong cua nhom tin e [ nham vio cde 1o chire tén t¢. ngan hang lan. phin
dong ¢o tru so i khu vuce Trung dong nhu UALL Kuwait. Qatar, Palestine v
Yemen. Biéu ndy cho thay nguy co mdt an tan thong tin rén dién rong da quoe
gia. trong do6 ¢6 Vidr Nam,

2. B¢ gitp v iec phong., tranh cac rui ro mét an toan thong tin mang lién quan
dén cac cong cu tn cong cua nhom tin tic Shadow Bl‘OLl\ClS UBND huvén d¢é
nghi Thu traong cie co quan, don vi thue hién mot s bién phip sau:

- Ticép tue pho bicn, quan tridt cde vin ban chi d: 10 cua Trung wong. cua tinh

v 10 chire trién khai cde van ban huor ng dan, ho o kv thudt cua So Thong tin va
Truyén thong Thanh Hoa dé dam bao an toan thong tin mang,.

- Nhanh ¢hong ra sodt va edp nhat cac ban va 160 duoe canh bao o trén i
Website chinh thire cda Microsofl doi v cac may tinh su dung hé didu hanh
Windows (tr Windows Server 2000 161 Windows Server JO0120 Windows XD,
Windows Vistu, Windows 7. Windows 8....): cap nhat phién ban moi nhat cua cac
chuong trinh diét Virut dé phat hien va xu v cde ma thue thi do tin tac tin cong

vio hé thong. DO VoI he thong mang su dung cie thidt bi cua Cisco. ¢ap nhat cée
ban vd 101 lién quan dén 1d hong zero — day (CVLE-2016-6360). Dé buo vé dit licy
an todn, may tinh nén duge bao vé * ding sau Router hodc Firewalls. Trang b cdce hé
thong phong chong tan cong mang nhu IPSADS, Firewalls..

- Thue hien vige sao luu div ligu dinh kv: Su dung cac ¢ dia luu 1 ngoai
nhu 6 clmg cam ngoai, o dia USB dé luu trir cac di Hi¢u quan trong trong may tinh.
Sau ]\hl sao luu xong phai cat giv ricng va khong ké 3 101 vao Internet,

Crung tm CNTT-TT Thanh Hoa fa dau moi tiép nhan ho tro ke thudt, co
chdre ning xu ¥ tmg cdu ede su ed lidn quan dén dur licu, LhLlL)ﬂ“ trinh phin mém.
trang thong tin dién wr, may tUnh va mane noi bo cua cde co quan, to chire dodn thé




chinh trj trén dia ban tinh. Khi cdc co quan, don vi gap cic su ¢d ma khong thé tu
khic phuc duoc, dé ngh;ha)hg\01Ilungldnw(FNTI—Fl Thanh Hoa dé duogc phdi
hop xur v,

Bia chilién heé: Trung tim CNTT-TT Thanh Hoa — 37 Hang, Than - Phuong
Lam Son — TP. Thanh Hoa.

Dién thoai: 02373718699 - Fax: 037.3718699.

Dla chi Email: ungcuisititie thanhhoa.gov .

DeluJu Thu trudng cac co quan, don vj trién khai thyc hién./,
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