
CLING HOA XA HQ! CHU NICHiA VIET NAM 
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1_11:' BAN NHAN DAN 
HUYUN HOANG HOA 

so. ro /UBND - VHTT 
V/V canh boo cac phaang thin: tan cong 

khai thdc N thong mici cud tin tCic. 

IKinh 
- Chit tich UBND 43 xa, thi tram 
- Thit throng cac co quan, don 

Thue hien COng van se 534/STTII-CNTT ngay 05/. 5,2017 dm So' Thong 
tin va Truyen thong V/v cac phuong thdc tin cone khai thac he Wang, mei cua 
nhom tin tac Shadow Brockers: UBND huyen de nghi Chit tich UBND cac xa, thi 
tram Thu truang the co quan, dun vi quan tam va thtrc hien met se nei dune sau: 

1. Theo thong bar) cua wrung tam anu ciru khan cap ma} tinh Viet Nam 
(VNCERT), nhom tin the co ten UQI Shadow Brockers tuven be da danh cap (luau 
mot be cong cu uian diep co the khai thac bat 1:$ he thong thong tin tiro su dung 
the phien ban cu cua he dieu hanh Windows (til Windows 10. Windows Ser\ er 
2016) them], qua cac Io hang chug throe khai thac. Nhem tin tae da phat tan be 
cOng cu nay: nen Internet airing qua ebsite chuyen ye ma nguon 111e Github. Moe 
tieu tan cong cua nhom tin tac la nham \ ao cac to chirc lien te, nuan hang lot, phan 
dem} co tru so tai khu vtrc 'Irunu deng, niur t JAL. Kuwait, Qatar, Palestine va 
Yemen. Dieu na.\ cho thiv 112,UN co mit an loan thong tin wen dien rang da (pee 
gia, trong de ce Viet Nam. 

2. De giiip yiec phonu, tranh cac rui ro mit an town them>, tin ming lien quan 
den the cong cu tin cong cua nhom tin tac Shadow Brockers, UBND huyen de 
nghi Thu trueng the co quan, don vi thitc hien met se hien phap sau: 

- - hien tic ph6 hien, quan triet the van ban chi duo cua Trunu cong. cua tinh 
N a to chic trien khai cac van ban [menu dan, he tru Icy thuat cua So 'IhOng tin vu 
Truven thong Thanh Ilea de dam bao an toan thong tin mang. 

- Nhanh chonu ra soat va cap nhat cac ban va lei three canh bac otren tai 
Website chinh thirc cua Microsoft dei yei cac may tinh sir dung he dieu hanh 
Windows (tit Windows Server 2000 tei Windows Server 2012, Windows XP. 
Windows Vista, Windows 7, Windows 8....): cap nhit phien ban mei !that cua cac 
chuonu trinh diet Virut de phat hien ya xis IV the ma Mtn: thi do tin la Lin cong 
a0 he thong. Del yei he thong 	su dung cac dna bi cua Cisco, cap nhat cac 

ban va lei lien quan den 10 hong zero day (CVE-2016-6366). De bao ye du lieu 
an tour, may Unit nen three bao ye dung sau Router hoac Firewalls. Trang bi cue he 
thOng phOng eking tan cong mang nhtrIPSADS. Firew 

- Thcre hien viec sao Itru du.  lieu dinh kY: Su dung cac 0 dia Itru uG nooni 
nhu o cong cam ngoai, o dig USB de Itru trCr cac dir lieu quan trong tronu may tinh. 
Sau kill sao Icu NOIlLi 'Mai Cat uiCr Hem), ya khenu kcet not vac) Internet. 

3. Timm tarn CNTIITT 	I lea la clau mei tiep nhan he try kC thuat, ce 
chirc nanu xtr ly (mu ciru cac sir c6 lien quan den du lieu. alien,  trinh phan mem, 
tang Menu tin dien tit., may tinh \it many_ mei ha> cua cac co quan, to chirc down the 
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chink tri tren dia ban tinh. khi ode co quan, don vi grip cac sir co ma khOng the to 
khac phuc doge, de nghi lien he voi 1 rum2,. tam CNTT-TT Thanh 1-16a de dugs phei 
hop 

Dia chi lien he: Trung tam UN. FT-TT Thanh Hda - 37 Hang Than - Phuidng 
Lam Son -'[P. Thanh 

Dien thoai: 0237.3718699 - Fax: 037.37 I 8699. 
Dia chi Email: 1.11Thel.111.SalVa thal111110;1.L10 \ .\ 11. 

De nghi Thu trading clic co quail, don vi hien khai thac hien" 

Nal nh On: 

- Nlur tren: 
- Sd• Taff (Bic): 
- CT. clic PCT 
- Cac Phong CN4 l:BND 
- Lau: \ -1, VI lilt. 
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